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Agenda

A- ROLES & RESPONSIBILITIES – CRITICAL INFRASTRUCTURE SECURITY

1. Policies and Laws

2. Sector Specific Agency (SSA) Role

3. Energy Sector Cybersecurity Considerations

4. Energy SSA - Cybersecurity Activities 

B- ROLES & RESPONSIBILITIES – SIGNIFICANT CYBER INCIDENTS

1. Presidential Policy Directive (PPD) 41

2. Significant Cyber Incidents

3. Cyber Unified Coordination Group (UCG)

4. Cyber UCG - Lines of Effort

 Identification & Notification

 Determining Severity

 Activating Cyber UCG

 Response Activities

 Deactivation & Reporting



3

HSPD-5
National Incident Management System

PPD 8 National Preparedness Goals & Capabilities

Policies and Laws

PPD 21 Security of Critical infrastructure Sectors 

EO 13636 Improving Critical infrastructure Cybersecurity

FAST Act Energy SSA Roles and Authorities

Cyber Incident CoordinationPPD-41
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Sector Specific Agency (SSA) Role

4

Critical Infrastructure Sectors

•Chemical
•Commercial Facilities 
•Communications

•Critical Manufacturing
•Dams

•Defense Industrial Base
•Emergency Services

•Energy
•Financial Services
•Food and Agriculture

•Government Facilities
•Healthcare and Public Health

•Information Technology
•Nuclear Reactors, Materials, & Waste

•Transportation Systems
•Water and Wastewater Systems
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Energy Sector Cybersecurity 

Considerations

5

Energy Delivery

Control Systems

Business IT

Systems

Different Priorities 
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Energy SSA - Cybersecurity Activities

Sector security and resilience goals are achieved through 

partnerships with industry, federal agencies, national labs, 

and academia.

Research & 
develop new 
technologies

Bolster 
adoption of 

existing 
tools, 

techniques, 
and guidance

Coordinate 
Response to 

Cyber 
Incidents
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Energy SSA - Cybersecurity Activities
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Presidential Policy Directive 41

 Applies to Federal 

government’s activities

 Applies to both incidents 

impacting critical 

infrastructure sectors, and to 

incidents where a Federal 

department or agency is the 

victim

 Establishes principles that 

govern Federal government’s 

activities in cyber incident 

response
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Presidential Policy Directive 41 (Contd.)

Develop DOE 
Enhanced Coordination 

procedures

Synchronize 
sector 

response 
playbooks

Update 
cyber 

incident 
coordination 

training

Incorporate 
PPD-41 
tenets in 

cyber 
exercises

Cyber UCG 
CONOPS

National 
Cyber 

Incident 
Response 

Plan
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Presidential Policy Directive 41 (Contd.)

 Defines “Significant” cyber incidents and distinguishes 

significant cyber incidents with steady-state incidents

 Establishes policy that governs Federal government’s 

response to significant cyber incidents

 Specific lines of efforts

 Designated lead agency for each line of effort

 Mechanisms to coordinate Federal government’s 

response
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Significant Cyber Incidents

 CYBER INCIDENT

 Actual or imminent

 Jeopardizes integrity, confidentiality, or availability

 Virtual or Physical infrastructure controlled by 

information systems or information resident thereon

 Includes vulnerabilities that could be exploited by a 

threat source.

 SIGNIFICANT CYBER INCIDENT

 A cyber incident that is (or group of related cyber 

incidents that together are) likely to result in 

demonstrable harm to the national security interests, 

foreign relations, or economy of the United States or to 

the public confidence, civil liberties, or public health 

and safety of the American people.
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Cyber Unified Coordination Group (UCG)

National 
Security 
Council 
(NSC)

NSC 
Principals 

and 
Deputies 

Committee

Cyber 
Response 

Group (CRG)

Cyber 
Unified 

Coordination 
Group (UCG)



13

Cyber UCG - Lines of Effort

Significant 

Cyber Incident
Likely to result in 

demonstrable harm to 

National Security, Foreign 

relations, Economy, Public 

confidence, Civil liberties, 

Public health and Safety

Asset Response
Provide technical assistance to protect victim assets, mitigate 

vulnerabilities, & reduce impacts. Identify other entities at 

risk of same vulnerabilities and assess risks to sector or region

                                                                                                     NCCIC

Threat Response
Efforts to address threat aspects of cyber risk, e.g., 

attributing, pursuing, and disrupting malicious cyber actors 

and malicious cyber activity.
                                                                                                     NCIJTF

Intelligence Support
Enable situational threat awareness and sharing of related 

intelligence and analysis and mitigating adversary threat 

capabilities

                                                                                                     CTIIC

DOE

Enhanced 

Coordination 

Procedures
Procedures that 

bring dedicated 

leadership and 

resources to 

impacted entity, 

enabling it to 

manage an incident 

under demands that 

would exceed its 

capacity to 

coordinate under 

normal operating 

conditions.
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Identification & Notification

NCCIC / NCIJTF

INTEL / COUNTER INTEL

OE-417

INDUSTRY > OE

ISACs

CRISP / CPP

Energy Sector Incident 
Information

Sources

Energy Sector Incident 
Information

Sources

Media

PMAs/ Labs / iJC3

 Whichever Federal agency first 

becomes aware of a cyber incident 

will rapidly notify other relevant 

Federal agencies in order to 

facilitate a unified Federal response 

and ensure that the right 

combination of agencies responds 

to a particular incident.

 Adhere to victim privacy protocol 

requirements
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Determining Severity

 Response actions 

and resource needs 

based on assessment of 

risk to entity, national 

security interests, foreign 

relations, economy, public 

confidence, civil liberties, 

or public health and 

safety.

 Level 3 and above is 

deemed Significant Cyber 

Incident
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Activating Cyber UCG

National Security Council (NSC) Principals 

Committee (PC), Deputies Committee (DC), 

or the Cyber Response Group (CRG) 

activates UCG

Two or more CRG participating Federal 

agencies, including SSAs, request 

formation of Cyber UCG

Cyber UCG Activated

Incident Identification & 

Notification

Determine Severity as 

“Significant”

Activate Cyber UCG
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Response Activities

 SSA response actions 

will be performed in 

support of Cyber UCG 

Leads for Asset, 

Threat, and 

Intelligence Response

 Leverage Sector 

Specific expertise, 

capabilities, protocols, 

and authorities to 

support incident 

response

Victim
Notification

Incident
Tracking

Situational 
Awareness

Incident
Reporting

Threat Information 
Sharing

Sector Specific 
Technical 

Assistance

Sector Risk 
Assessment

Sector 
Engagement
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Deactivation & Reporting

Deactivation

AAR within 30 days

Incident Identification & 

Notification

Determine Severity as 

“Significant”

Activate Cyber UCG

Response Activities 

Supporting UCG Leads

 After Action Report to 

be provided to the CRG 

within 30 days.

 Federal agencies will 

modify relevant plans 

or procedures as 

appropriate or 

necessary in light of 

that report.
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CyberEnergy@hq.doe.gov

www.energy.gov/oe/services/cybersecurity


